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ABSTRACT

The smart grid is a network of computers and power
infrastructures that monitor and manage energy usage. This
paper aims to provide a deep understanding of security
vulnerabilities and solutions in the Smart Grid and shed light
on future research directions for Smart Grid security. A
security  protocol, Integrated  Authentication and
Confidentiality (IAC), for advanced metering infrastructure
in smart grid is proposed for avoiding the main issues in
confidentiality as well as message authentication. With the
help of Integrated Authentication and Confidentiality (IAC),
an AMI system can provide trust services, data privacy, and
integrity by mutual authentications whenever a new smart
meter initiates and joins the smart grid AMI network.
Simulation and analytical results show that the proposed IAC
protocol has better performance in terms of end-to-end delay
and packet loss than a basic security scheme.

Key words: Smart Grid, AMI Network, Confidentiality, IAC
Protocol.

1. INTRODUCTION

The current electrical grid is perhaps the greatest engineering
achievement of the 20th century. However, it is increasingly
outdated and overburdened, leading to costly blackouts and
burnouts. For this and various other reasons, transformation
efforts are underway to make the current electrical grid
smarter. The smart grid could be referred to as the
modernization of the current electric grid for the purpose of
enabling bidirectional flows of information and electricity in
order to achieve numerous goals. The Smart Grid power
transmission and distribution system delivers power from the
power plant to end users through a transmission substation
and a number of distribution substations.
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The electrical power industry is in the process of integrating
its distribution system with communication networks and
control networks and control techniques to form a
bidirectional power and information flow infrastructure,
commonly called a smart grid. Such integration not only
moves power automation systems from outdated technology
to today's new communication technologies and systems, but
also brings the proprietary network of power control systems
to public data networks.

Cyber security is an extremely critical issue in smart grid due
to increased potential of cyber attacks and incidents against
this critical sector of the power grid as it becomes more and
more interconnected. Cyber security must address deliberate
attacks, such as those from disgruntled employees, industrial
espionage, and terrorists, as well as inadvertent compromises
of the information infrastructure due to user errors,
equipment, failures and natural disasters. So it is very
important in smart grid Applications. Vulnerabilities imply
that an attacker will have the opportunity to penetrate into a
smart grid network, gain access to control software, and alter
load conditions to destabilize the grid in unpredictable ways

[4]-

Advanced metering infrastructure (AMI) refers to the systems
that collect, measure, and analyze energy usage from
networks that are connected to next-generation electricity
meters, or so-called smart meters.

2. ADVANCED METERING INFRASTRUCTURE

Advanced Metering Infrastructure (AMI) is designed to
collect, measure, and analyze energy consumption data of
customers through smart meters in order to save the way for
dynamic and automatic electricity pricing. Typically,
appliances report to a smart meter, smart meters report to a
data aggregation point such as a gateway in distribution
substation and the aggregation point relays this data to the
utility center through the core backbone. AMI data is the most
fundamental and crucial part of the traversing every portion
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of the SG communications network in two-ways. Thus, AMI
is one of the most challenging applications in terms of
establishing the routes from appliances to the utility. AMI
may be implemented using a wide variety of communication
technologies that allow remote configuration, meter reading
and appliance control.

2.1 Security Needs

To address the above cyber security threats, the general
requirements for AMI security are mainly include Device
authentication, Data confidentiality, Message integrity,
maintaining secrecy, preventing potential cyber attacks.
Security as a major requirement covers all aspects of the SG,
from physical devices to routing protocol operations to ensure
the availability and reliability of the whole network.[1] Many
end-point devices in power transmission and distribution
networks, and power generation networks are located in an
open, potentially insecure environment which makes them
prone to malicious physical attacks. These devices must be
protected properly against unauthorized access such as
modifying the routing table or some network information
stored in the compromised device. These actions as well as
spoofing, altering or replaying routing information during
information exchange between nodes are examples of attacks
against routing protocols. Another major concern in the
routing would be the privacy of the power data [3] -

2.2 Proposed 1AC Protocol

Proposed Integrated Authentication and Confidentiality
(IAC) protocol for efficient and secure AMI communications,
which can work with current industrial standards such as the
American National Standards Institute (ANSI) C12 protocol
suite. The proposed IAC protocol includes the following
processes:

. Initialization process for authentication

. Meter reading collection process for user data
confidentiality

. Control message distribution process for control

message confidentiality
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Figure 1: Initialization process and authentication

26

Before joining the AMI network, each new smart meter must
be verified by the remote authentication server located at the
local management office as a legal device and terminal
customer. The neighboring authenticated smart meters can
play as authenticators in the initialization process and relay
the authentication process messages between the supplicant
and the authentication server.[7] Both the supplicant and the
authentication server have an identical key K, which was
pre-installed, not concealed to anyone else including the
authenticator. Both the mutual authentication identities and
the consequent data encryption/decryption between
supplicant and authentication server are based on k.

If the supplicant's identity is authenticated as a valid device,
in Figure 1 shows, the corresponding credential of the
supplicant is established between the authentication server
and the supplicant. [3] So the supplicant can decrypt and get
its IV and k. Meanwhile, the authentication server sends k to
the authenticator encrypted with their own Kc denoted as
EK'(1V|k) since the authenticator was authenticated already
with K. So the authenticator knows k. With its k, the
supplicant and authenticator can individually generate kn-1,
n, which is the symmetric key for message authentication
code generation and validation between one-hop neighboring
nodes n and n-1 on the data forwarding path .

The proposed security protocol performs encryption and
message authentication tasks in N repeated operations (with
different keys for each operation) from every source smart
meter to the collecting node. These operations will be
distributed to a subset of smart meter nodes on the wireless
backbone. Compared to a basic end-to end security scheme,
which performs encryption and message authentication at the
source/destination node only, this hop-by-hop data
aggregation and forwarding approach can enhance the system
security performance by grouping certain intermediate nodes
together with a source/destination node. By using this
approach, the efficiency and reliability of the multi-hop
wireless network for AMI can be improved .

2.3 Proposed Algorithm

The backbone node selection (BNS) algorithm we propose to
construct the backbone chain for IAC when the data
aggregation and forwarding route is needed. It is equivalent to
a wireless mesh network of smart meters to a feeder in AMI.
The backbone node selection algorithm should be simple and
efficient to select the backbone nodes and construct or rebuild
the backbone in a scalable way for the AMI system in case of
router error, especially time varying wireless channel errors.
The selected intermediate backbone nodes work in a
hop-by-hop mode. The corresponding keys Kn (the K of node
n) and kn-1, n can be piggybacked in the backward routing
messages during the initialization process. Those selected
intermediate nodes without an encryption and authentication
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process simply relay the packets. Only focus on the selected
intermediate nodes with an encryption and authentication
process .

3. PERFORMANCE EVALUATION AND SECURITY
ANALYSIS

Compare the performance of the proposed IAC protocol with
that of a basic security scheme, where each smart meter
communicates with the collecting node through a private key
and end-to-end encryption through the same multi-hop
routing chain of the IAC protocol, which we call the "basic
security scheme™ or simply "basic scheme." End-to-end delay
is crucial for real-time applications such as online meter
reading collection for electricity voltage, current, phase, and
reactive power status in the smart grid. If the data cannot meet
its end-to- end deadline, it might cause serious system faults,
especially in the monitoring/protection system by missing
fault detection. Packet drop rate is also important for the
system to make prompt and proper decisions based on the
collected real-time meter readings [9] -

Average packet delivery rate, respectively for the proposed
IAC protocol and the basic scheme as a function of the total
number of hops in the routing chain. When the number of
hops increases, the end-to-end packet delay increases and the
packet delivery rate decreases for both security schemes.
However, the performance of our IAC protocol is consistently
better than the basic security scheme for both metrics. The
packets generated at the nodes that are less than five hops
away from the collection/destination node experience a
smaller end-to-end packet delay if a basic security scheme is
used. On the other hand, those packets experience a smaller
end-to-end packet delay if the IAC scheme is used. The packet
delay collected from different nodes belonging to the same
routing chain is the same in the IAC scheme. In the IAC
protocol, the packets from different nodes are generated
synchronously and combined into a super data packet using
the proposed hop-by-hop data aggregation and forwarding
scheme. The super packet is then received and decoded by the
collection node all together.

The packet delivery rate at each smart meter is always higher
if the IAC scheme is used. The packet collision rate at each
node could be as high as the number of wireless devices goes
up. The proposed IAC protocol can arrange the transmission
schedule for each participating smart meter at the
initialization process. Therefore, all the participating smart
meters transmit in a predefined order to reduce collision.

4. CONCLUSION

Energy management for residential homes and/or offices
requires both identification and prediction of the future
usages or service requests of different appliances present in
the buildings. The aim of this work is to identify residential
appliances from aggregate reading at the smart meter and
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predict their states in order to minimize their energy
consumption.

The proposed IAC protocol employs mutual authentication
between a remote server located in the local management
office and a neighboring smart meter as the authenticator to
obtain proper cryptography keys for consequent secure data
communications. Future work will first focus on how to
adapt,

the proposed IAC protocol to multicast and broadcast in smart
grid AMI networks. The second direction of future work will
investigate the impact of error-prone wireless channel on the
proposed IAC protocol and the possible improvement of the
IAC protocol under the error-prone wireless channel. Smart
Grid is a potential electrical power delivery system, with at
least two important components: Firstly, a two-way,
real-time, reliable, large capacity = communication
infrastructure to satisfy the increasing needs of the power
grid, such as bill verification from customers, control and
management of the power load over the whole grid,
optimization of power grid assets, etc. secondly, integrated
Information Technology (IT) which processes and handles
large amounts of information over the Smart Grid.
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