ISSN 2347-3983

International Journal of Emerging Trends in Engineering Research, VVol.4. No.10, Pages : 71-76 (2016)
Special Issue of ICACSSE 2016 - Held on September 30, 2016 in St. Ann’s College of Engineering & Technology, Chirala, AP, India
http://www.warse.org/IJETER/static/pdf/Issue/icacsse2016sp14.pdf

A THEORY BASED PROPOSAL FOR IDENTIFYING NODE

Tirunala Srinivasa Rao !

DISASTERS IN WIRELESS MOBILE NETWORKS

T.Y. Srinivasa Rao 2

1 M.Tech Student, Dept. of CSE, St.Ann’s College of Engineering & Technology, Chirala,
Andhra Pradesh - 523187, INDIA

2 Associate Professor, Dept. of CSE, St.Ann’s College of Engineering & Technology, Chirala,
Andhra Pradesh - 523187, INDIA

ABSTRACT

Detecting node failures in mobile wireless
networks is implausibly troublesome as a
result of the topology is very dynamic, the
network may not be forever connected, and
so the resources are restricted. Throughout
this paper, we have a tendency to tend to
require a probabilistic approach and propose
a pair of node failure detection schemes that
systematically combine localized observance,
location estimation and node collaboration.
Exhaustive simulation ends up in every
connected associate degreed disconnected
network demonstrate that our schemes bring
home the bacon high failure detection rates
(close to a better bound) and low false
positive rates, and incur low communication
overhead. Compared to approaches that use
centralized observance, our approach has up
to eighty pace lower communication
overhead, and alone slightly lower detection
rates and slightly higher false positive rates.
in addition, our approach has the advantage
that it's applicable to every connected and
disconnected networks whereas centralized
observance is simply applicable to connected
networks. Compared to different approaches
that use localized observance, our approach
has similar failure detection rates, up to fifty
seven pack lower communication overhead
and much lower false positive rates.

71

Index Terms Mobile wireless networks, node
failure, node failure detection, network
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1. INTRODUCTION

Mobile wireless networks are used for several mission
important applications, together with search and rescue
[17], atmosphere watching disaster relief [11] [20], and
military operations [25]. Such mobile networks area unit
generally fashioned in associate degree ad-hoc manner,
with either persistent or intermittent network property
[18]. Nodes in such networks area unit prone to failures
thanks to battery emptying, hardware defects or a harsh
atmosphere. Sleuthing node failures is very important for
keeping tabs on the network. It’s even additional vital
once the mobile devices area unit carried by humans and
area unit used because the main/only communication
mechanism (see discussion in Section 3). [5] [12] [19]
Node failure detection in mobile wireless networks is
extremely difficult as a result of the topology will be
extremely dynamic thanks to node movements.

Therefore, techniques that area unit designed for static
networks isn’t applicable. Second, the network might not
forever be connected. Therefore, approaches that consider
network property have restricted pertinence. Third, the
restricted resources (computation, communication and
battery life) demand that node failure detection should be
performed in an exceedingly resource protective manner.
One approach adopted by several existing studies relies

on centralized watching. It needs that every node send
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periodic “heartbeat” messages to a central monitor, that
uses the shortage of heartbeat messages from a node (after
a precise timeout) as associate degree indicator of node
failure. This approach assumes that there forever exists a
path from a node to the central monitor, and thence is

simply applicable to networks with persistent property.
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Additionally, since a node will be multiple hops removed
from the central monitor, this approach will cause an out
sized quantity of network- wide traffic, in conflict with
the unnatural resources in mobile wireless networks.
Another approach relies on localized watching, wherever
nodes broadcast heartbeat messages to their one-hop
neighbors and nodes in an exceedingly neighborhood
monitor one another through heartbeat messages.
Localized watching solely generates localized traffic and
has been used with success for node failure detection in
static networks. However, once being applied to mobile
networks, this approach suffers from inherent
ambiguities—when a node A stops hearing heartbeat
messages from another node B, A cannot conclude that B
has failing as a result of the shortage of heartbeat
messages could be caused by node B having quarantined
of vary rather than node failure.

We have evaluated our schemes victimization intensive
simulation in each connected and disconnected networks
(i.e., networks that lack contemporaneous end-to-end
paths). Simulation results demonstrate that each scheme

succeed high failure detection rates, low false positive
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rates, and incur low communication overhead. Compared
with approaches that use centralized watching, whereas
our approach could have slightly lower detection rates and
slightly higher false positive rates, it's considerably lower
communication overhead (up to eighty% lower).

Additionally, our approach has the advantage that it's
applicable to each connected and disconnected networks.
Compared to alternative approaches that use localized
watching, our approach has similar failure detection rates,
lower communication overhead (up to fifty seven%
lower) and far lower false positive rate (e.g., 0.01 versus
zero.27 in some setting). The remainder of the paper is
organized as follows. Section two describes connected
work. Section three describes the matter setting. Section
four presents the probabilistic approach. Section five
presents our node failure detection schemes. Section VI
evaluates the performance of our schemes. Finally,
Section seven concludes the paper and presents future

directions.
2. EXISTING CONCERN ABOUT THE

NODE FAILURE

Most current reports on node failure detection in cell Wi-
Fi networks assume network connectivity. Many schemes
[5] [12] [19] undertake probe-and-ACK (i.e., ping) or
heartbeat established techniques which can be often used
in distributed computing. Probe-and-ACK situated
procedures require a vital reveal to send probe messages
to different nodes. When a node does now not reply inside
a timeout interval, the critical screen regards the node as
failed. Heartbeat founded methods vary from probe and-
ACK established techniques in that they get rid of the
probing segment to decrease the quantity of messages. A
few current studies undertake gossip established
protocols, where a node, upon receiving a gossip message
on node failure understanding, merges its information
with the knowledge received, after which proclaims the
mixed knowledge. An original main issue of probe-and-

ACK, heartbeat and gossip founded tactics is that they are
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best relevant to networks which might be linked.
Furthermore, they result in a big amount of community-
wide monitoring traffic. In distinction, our method
simplest generates localized monitoring traffic and is
applicable to both related and disconnected networks. The
scheme in uses localized monitoring. It is, however, now
not compatible for cell networks on the grounds that it
does not do not forget that failure to hear from a node
probably due to node mobility instead of node failure. Our
method takes account of node mobility. To the first-rate
of our potential, our technique is the first that takes
expertise of area know-how to notice node screw ups in
cell networks. [1] [2] As different associated work, to be
taught of detects pathological intermittence assuming that
it follows a two-state Markov mannequin, which may not
preserve in apply. The be taught of localizes network
interface screw ups with an awfully high overhead: it uses
periodic pings to receive finish-to-finish failure
information between every pair of nodes, uses periodic
trace routes to acquire the present network topology, after

which transmits the failure.
3. PROPOSED SYSTEM

Probability Node Detection

(a) Time ¢ (b) Time £+ 1

Fig-2
On this part, we first use an illustrating example to inspire

our approach, after which gift a core constructing block of
our strategy. On the finish, we present a higher bound of
failure detection fee when using our procedure. We use
the instance to inspire our method. In this example, for
simplicity, we anticipate no packet losses and that every

node has the same round transmission range. At time t, all
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the nodes are alive, and node N1 can heartbeat messages
from N2 and N3 At time t, node N2 fails and N3 moves
out of N1’s transmission range fig-2. Via localized
monitoring, N1 best knows that it could possibly now not
hear from N2 and N3, however does no longer understand
whether the shortage of messages is because of node
failure or node moving out of the transmission range.
Place estimation is beneficial to unravel this ambiguity:
headquartered on region estimation, N1 obtains the
probability that N2 is inside its transmission range, finds
that the chance is excessive, and for this reason
conjectures that the absence of messages from N2 is
likely as a result of N2’s failure; in a similar way, N1
obtains the likelihood that N3 is within its transmission
range, finds that the probability is low, and hence
conjectures that the absence of messages from N3 is
likely considering N3 is out of the transmission variety.
The above selection will also be multiplied via node
collaboration. For example, N1 can broadcast an inquiry
about N2 to its one-hop neighbors at time t p 1, and use
the response from N4 to either affirm or correct its
conjecture about N2. The above example indicates that it's
primary to systematically mix localized monitoring,
vicinity estimation and node collaboration, which is the

most important of our strategy.

4. NODE
SCHEMES

Headquartered on the building block awarded in this

FAILURE DETECTION

scheme, we design two schemes for detecting node
disasters. The first scheme makes use of binary feedback
even as the second one uses non binary suggestions.
Consequently, we check with them as binary and non-
binary feedback schemes, respectively. We next present
these two schemes, and then in short compare their
efficiency. Believe that a node, A, not hears from an extra
node, B, at time t. In the binary suggestions scheme from

fig-2, A calculates the conditional chance p that B has
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failed. Denote a pre-defined detection threshold. If p is
greater than the brink u, then A has a high self-assurance
that B has failed. To minimize the hazard of false alarms,
A announces to its nearby an inquiry message about B
(along with its possess calculated likelihood p). In order
to prevent a couple of nodes broadcast inquiry messages
about B, we assume A starts a timer with a random
timeout worth, and simplest broadcasts a question
message about B when the timer times out and A has no
longer heard any question about B. On this case, simplest
the node has the bottom random timeout value will
broadcast a query message about B; the other nodes
refrain from sending an inquiry about B. Think that A
announces a query message about B. Any neighbor, C,
after receiving the inquiry, makes a binary response: it
responds with a single bit zero if it has heard from B at
time t; it responds with a single bit 1 if its calculated
failure probability for B is larger than u; in any other case,
it keeps silent. Then A generates a failure alarm about B
and sends it to the supervisor node except it receives a
zero (i.e., a neighbor has heard B). Algorithm summarizes
the moves involving sending a query message and the
moves after receiving responses to the query. Algorithm

summarizes how a node responds to a query message.
5. EVALUATION RESULTS FOR

CONNECTED NETWORKS

The analysis environment for connected networks is
influenced with the aid of the robotic sensor network
software in the node. The community is connected at each
factor of time. A supervisor node is within the vital
neighborhood of the subject. Node failure alarms are
dispatched to the manager node. We remember three node
motion velocity degrees: low velocity range of %1; 5
m/s, medium pace range of ¥25; 10_ m/s, and high pace
variety of %210; 15_m/s. We examine our scheme to two
schemes, known as centralized and localized schemes,
stimulated by way of the schemes in networks and the

scheme in vicinity, respectively. In the centralized

scheme, every node sends periodic heartbeat messages to
the supervisor node, which decides that a node has failed
when no longer hearing from the node. The localized
scheme differs from our scheme only in that it does not
calculate the probability of node failure. Mainly, when
node A no longer hears from node B, rather of calculating
the probability that B has failed, A with no trouble
suspects that B has failed and sends an inquiry to its
neighbors. If none of A’s neighbors reply that B is alive,
after which A sends a message to the manager node that B
has failed. In the following, we first document the
outcome when the heartbeat interval is one 2nd (i.e., d %
1 sec), assuming the failure and packet loss probabilities
are recognized and the general deviation of the place
measurement error is 1 m. We then examine the effect of
likelihood estimation errors, place size error, and
heartbeat interval. We simplest record the outcome
underneath random waypoint mannequin; the results

under the gentle random mannequin are identical.
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6. DETECTION RATE AND FALSE
POSITIVE RATE

In our surroundings, the neighborhood density r ¥
pr2N=S, where S ¥ 500 m. Figs. 3a and 3b plot the
detection fee and false optimistic expense of our scheme
versus neighborhood density when k ¥ 2, computer %
zero:01, pd ¥ zero:01, and nodes move at low speed. The
quite a lot of regional densities are got utilizing the
mixtures of r (starting from 30 to a hundred and forty m)
and N (starting from 20 to one hundred forty). For clarity,
we most effective plot the results for the combinations
main to local density of as a minimum 1. In Fig. 3a, we
additionally plot the higher sure of the failure detection
cost (as explained in section four. Three), in view that for
the random waypoint mannequin the node distribution
will also be good approximated via a 2nd Poisson
distribution [7]. Detect that the detection rates of our
scheme are very virtually the higher sure, indicating that
our scheme achieves very good detection charges. As
expected, the detection cost raises at the same time the
false positive cost decreases with regional density.
Especially, when the neighbor density is above 3, our
scheme achieves a detection fee of above zero:9 and a
false positive price of under 0:02. The performance is
worse when nodes move rapid (figures ignored). That is
anticipated. Recollect an arbitrary node, A, that's in the
neighborhood of node B at time t. When nodes transfer
fast, A is more likely to be out of the variety of B at time t
b 1, which is extra prone to result in missed detections
(when B fails) or false positives (when B does not fail).
We subsequent examine the detection cost and false
constructive fee of our scheme and the other two schemes.
Beneath excellent network stipulations (i.e., packet delays
and losses are negligible), the centralized scheme can
always become aware of failed nodes and does now not
rationale false alarms. Alternatively, as we will see, its
communication overhead is way bigger than that of our

scheme. The detection fee of the localized scheme is no
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less than that of our scheme given that when our scheme
detects a node failure; the localized scheme can notice
that node failure as good. Nevertheless, the localized
scheme suffers from many extra false positives. Fig-2
plots the detection price and false constructive price of
our scheme and the localized scheme when the
transmission variety is various from 60 to 130 m, and the
number of nodes in the discipline is 80. We observe that
the detection cost of our scheme is somewhat scale down
than that of the localized scheme, while the false
optimistic price of our scheme is much decrease than that
of the localized scheme. For example, when r % 60 m,
the false positive expense under our scheme is zero. 01
versus 0.27 beneath the localized scheme. We also plot
the results for the non-binary suggestions scheme, which
has fairly better performance than the binary feedback

scheme.
7. CONCLUSION

In this paper, we tend to be showing a probabilistic
approach and designed 2 node failure detection schemes
that mix localized watching, location estimation and node
collaboration for mobile wireless networks. Intensive
simulation results demonstrate that our schemes reach
high failure detection rates, low false positive rates, and
low communication overhead. We tend to additional
incontestable the tradeoffs of the binary and non-binary
feedback schemes. As future work, we tend to conceive to
assess our schemes exploitation real-world quality traces
and in eventualities with irregular transmission ranges.
Our approach depends on location estimation and
therefore the usage of heartbeat messages for nodes to
observe one another. The refore, it doesn't work once
location info isn't on the market or there's communication
(e.q.,
Developing effective approaches for those eventualities is

blackouts because of weather conditions).

left as future work.
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8. FUTURE ENHANCEMENT

As future planning, we plan to assess our schemes using
actual-world mobility traces and in situations with
irregular transmission ranges. Our method is predicated
on area estimation and using hard messages for nodes to
display other nodes. Consequently, it does no longer work
while region facts isn't to be had or there may be
(e.q.,
situations). Growing powerful procedures for the ones

communicate blackouts due to concurrent

eventualities is left as future planning.
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