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ABSTRACT 

Cloud-based Internet of Things environments exhibit 
different architectures based on the services they 
provide, thus making it even harder to find ‘global’ 
security measures. Many of the security issues in 
relations to Cloud Computing architecture, governance, 
portability and interoperability, have been addressed in 
other systems. The specific characteristics of Internet of 
Things application in Cloud environments result into 
new security concerns. Various security models have 
been proposed to deal with security threats ranging from 
authentication, access control, lightweight security, data 
privacy and so on. However, users are not aware of the 
degree of security integrated with the CloudInternet of 
Things application system thereby limiting the 
perceived trustworthiness of such systems. Therefore, 
the need to provide aCloud-based Internet of Things 
application reporting system that can predict and 
monitor the effectiveness of such applications cannot be 
overemphasized. In this paper, reviews of existing 
Cloud-based Internet of Things security approaches are 
presented. This paper is concluded by highlighting the 
future research direction with respect to improving the 
acceptability of secured Cloud-based Internet of Things 
deployment. 
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1. INTRODUCTION 

Cloud computing represents the delivery of hardware 
and software resources on-demand over the Internet as a 
Service. At the same time, the internet of things (IoT) 
concept envisions a new generation of devices (sensors, 

both virtual and physical) that are connected to the 
Internet and provide different services for value-added 
applications. IoT promises a world of devices and things 
newly outfitted with Internet smarts that will be able to 
monitor, communicate and respond when their 
environments change[5].  

The Internet of Things (IoT) paradigm relies on the 
integration of a large number of heterogeneous devices, 
which are connected to the internet via different 
networking protocols. IoT permits the communication 
between different sensors connected to the Internet and 
the use of their services towards relevant applications. 
[11]. Introducing IoT into the internet results in lot of 
smart objects gets connected to the internet. These 
objects generate large amount of data that cannot be 
handled by normal databases. If the objects have very 
simple interface then they cannot even perform small 
amount of computation that might be necessary. Hence 
Cloud concepts are integrated with IoT so that storing 
and computation is done in the Cloud. Managing huge 
amount of data can be easily done by combining IoT 
with Cloud [28]. 

The two worlds of Cloud and IoT have seen an 
independent evolution. However, plenty of common 
advantage is the result of their integration have been 
identified in literature. On the one hand, the Internet of 
things can benefit from Clouds’ almost unlimited 
capacity and resources to make up for the technical 
constraints. Specifically, Cloud computing can provide 
an effective solution to realize management of Internet 
services and composition and use of things or data 
applications. Cloud computing can benefit from the 
Internet of things, on the other hand, by extending its 
scope to deal with things in the real world more 
distributed and dynamic way, and to provide new 
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services on a large number of real life scenarios. 
Essentially, the Cloud acts as intermediate layer 
between the things and the applications, where it hides 
all the complexity and the functionalities necessary to 
implement the latter [13]. 

Various Cloud providers adopt or develop different 
security models to protect user data. Cloud providers 
enforce viable security models for access control, 
privacy, intrusion detection, etc. but users are limited in 
knowledge of the degree of security in a Cloud resource. 
Users find it difficult to ascertain the level of security at 
any time because security level of a Cloud is considered 
to be dynamically changing in nature, because there is 
no way to predict when and where an IoTCloud will be 
threatened. Users including developers need to know 
how secured their IoT applications are and to what 
degree. This paper presents a review of previous works 
related to secured Cloud-based security IoTsystems. 
Adetailed discussion on the existing security systems is 
presented including the challenges and future 
opportunities 

2. PREVIOUS WORKS 

Cloud IoT application security assessment is not easy 
because of its complexity, largeness and stiffness. The 
characteristic of Cloud IoT applications makes security 
a difficult problem from several points of view. The 
geographical distribution of resources and users that 
implies frequent remote operations and data transfers 
lead to a decrease in the system's safety and reliability 
and make it more vulnerable from the security point of 
view.  

 

2.1 Convergence of Cloud and IoT 

The convergence between Internet of Things and Cloud 
Computing reveals a new paradigm that seems to be 
promising named in the literature in various way such as 
Cloud of Thing [21] or CloudIoT [3]. The number of 
Internet of Things devices connected to Internet is 
growing exponential and, since 2011, has already 
exceeded the number of people on Earth. They have 
already reached the 9 billion and are expected to grow 
more rapidly in the next years until reach the 24 billion 
in 2020 [16]. Besides the growing number of IoT 
systems, other aspects reveal several motivations on its 
integration between IoT and Cloud Computing 
infrastructures.  

Storing data locally and temporarily will not be possible 
anymore and there is going to be even more a need of 
storage space. Moreover, this huge amount of data can't 
be processed locally in the devices and the need of 
computational capacity is growing.Typically the IoT 
services are provided as isolated vertical solution in 
which all components of the applications are tightly 
coupled to the specific context of application. Bringing 
IoT services in the Cloud can ease the delivery and the 
deployment of them by leveraging all the flexibility of 
Cloud models. In this context, the Cloud Computing 
facilitates applications development make possible an 
abstract vision of the IoT systems and offers its services 
to meet need to decouple the applications from the 
specific context. 

Internet of Things can provide also a platform for the 
Smart Cities services that are been envisioned in the 
latter years. Through these platforms can be possible 
acquiring information from different heterogeneous 
sensing devices, accessing all kinds of geo-location and 
IoT technologies, and exposing data extracted from 
them in a uniform way. Several proposed solution 
suggest to use Cloud architectures to discover sensors 
and actuators, to enable their connection and interaction 
and to create platforms that are able to support 
ubiquitous connectivity and real-time applications for 
smart cities [12]. 

This example do not cover all those aspects in which 
can be a cooperation between Cloud and Internet of 
Things but, in all these cases, Internet of Things systems 
can have many benefits from the usage of an unlimited 
computational capacity allowing scalability in their 
applications. Also, elasticity that a Cloud infrastructure 
provides can face scenarios in which there is a peak of 
the demand of resource usage from an IoT system or 
these resources can be released because the demand is 
poor [20].  

2.2 Security Models inIoT Systems 

Besides data and resources, the Cloud of Things has to 
deal with its impact in the business and its 
consequences. This will create more business 
opportunities and is making it more attractive for the 
attackers. The two principal components of Cloud of 
Things areIoT devices (RFID, Wireless Sensor Network 
(WSN) etc.) and Cloud infrastructures which are 
vulnerable to many kind of attacks or theft actions like, 
for example, disabling network availability,pushing 
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erroneous data into the network or accessing personal 
information. 

[4] reviewed different security strategies considered by 
previous researches for IoT systems. The fundamental 
requirement for any IoT security systems was 
summarized as follows: Authentication & 
Authorization, Data Privacy, trust between involved 
parties, Anonymity, Efficient key management protocol, 
Context aware security system, Lightweight security 
technique, Forward secrecy, Hierarchical Access 
regulation, and Standardized scalable approach. This 
paper highlighted that while a lot of research has 
focused on authentication, authorization techniques, 
there is still need of platform-independent, context-
aware, and resource efficient security protocols for 
comprehensive IoT security. Security issues specific to 
RFID systems & mobile applications was also described 
for in-depth study. The National Institute of Standards 
and Technology contends that security, interoperability, 
and portability are the major barriers to a broader Cloud 
adoption [23]. 

According to [28], the present day Internet of Things 
(IoT) based on Cloud computing and Big data concepts 
has become a new area of research. Novel concepts and 
implementations are being researched every day. The 
paper presents an overview of trending technologies in 
Cloud computing and IoT applications. Discussions on 
these concepts were also included in the paper which 
covers major advantages, concerns and risks that need 
to be mitigated. This paper discusses the future internet 
concepts and how IoT has its influence on future 
internet. The architecture of IoT, various applications 
which can be built with IoT and concept of Cloud 
integrated with IoT leading to new technology called 
Cloud of things were also discussed. 

[10]discusses the architecture of IoTCloud framework 
and the different APIs available to the users. The paper 
explains several technical problems involved in the IoT 
development such as interoperability problem, security, 
deployment problem, management problems etc. The 
paper describes the IoT architecture which has 
components such as IoT Cloud controller, Message 
broker, Sensors and Clients. IoT Cloud controller is the 
one which is responsible for controlling system 
components and providing SOAP messages. The 
message broker is responsible for routing of messages. 
Sensors are used to collect the data and which is used by 
clients. The paper describes different types of message 

broker, sensors and clients and their functionalities. It 
also describes about Future Grid. With Future Grid 
Complex research problems in computer science related 
to the use and security of grids and Clouds. 

According to [11], the emerging trend of Internet of 
Things (IoT) has spread across almost all components of 
modern life, starting from smart building, smart city, 
medical care, wearable devices, automobiles or 
industries. However, physical things getting attached to 
the Internet poses new challenges of making the entire 
system more vulnerable, prone to attacks and misuse. 
The paper further explained that the heterogeneous 
nature of all different devices, resource-constrained 
wireless sensor network nodes make traditional security 
algorithms inapplicable for IoT scenario. So, IoT 
systems should consider applying new set of security 
measures to deal with IoT specific security needs. This 
paper reviews the major IoT security approaches, 
namely authentication & authorization, context aware, 
lightweight protocol design, key management, 
anonymity, data privacy, trust and standardization. 

[25] discusses the services offered by IoT on Integration 
with Cloud Computing. The paper gives information 
about different services the IoT provides. These services 
include: Identity related services, Information 
aggregation services, Collaborative aware services, and 
Ubiquitous services. The paper also discusses about the 
limitations of the deployment of IoT on Cloud. 

[27]discussed about the design of an architecture where 
new generation services collects the data from the 
outside environment and different management 
strategies are applied to them. It mainly focuses on the 
implementation of the architecture based on COT. 

[8] realize usage control for grid computational services 
by making the grid user deploy her application together 
with a policy. Different from the approach in this thesis, 
policies are defined for applications rather than data. As 
data flows are not considered, cooperating applications 
may circumvent the usage control mechanisms. 

[17] aims at preventing “illegitimate secondary 
dissemination of protected plaintext data by authorized 
recipients.”It allows unmodified applications to 
transparently use protected data while ensuring 
compliance with policies.  It builds upon additional 
hardware and a trusted hypervisor, which is not needed 
in my approach. Different to DataSafe, [9] also allow 
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for the enforcement of policy obligations such as 
deletion of data after a certain amount of time. 

Digital Rights Management refers to mechanisms that 
aim at controlling the usage of copyrighted, read-only, 
digital information at the data consumer’s site. It can 
therefore be considered a specialization of usage control 
that focuses on payment-based dissemination[15]. DRM 
does not provide means for end users to protect their 
valuable information. While DRM solutions are limited 
to read-only content, tailored to specific file types and 
rely on specific applications to enforce digital licenses, 
the results of this thesis will not be limited in such a 
way. 

Several Trusted Platform Module (TPM) based 
solutions have been proposed [23]; their basic idea is to 
measure crucial system components (BIOS, Boot 
loader, operating system, usage control infrastructure) 
and verify their integrity using a set of known “good” 
values. Yet, not much work has been carried out with 
the goal to use such technologies for securing data-
driven usage control infrastructures.  

[19]  uses sticking policies to data via the back channel 
model. In this approach, on each system the 
communication between PEP and PDP is mediated 
through an application independent PEP (AIPEP). Once 
data is sent to another system, the AIPEP is responsible 
for sending the sticky policy to the AIPEP of the 
receiving system.  

[2]addressed  the problems of side-channel attacks and 
noninterference in the presence of multitenancy and 
resource virtualization. They presented an access 
control architecture that addresses these challenges. 
Close to this work is that of [18], who proposed edit 
automata for enforcing security policies. Edit automata, 
suppression automata, and insertion automata are 
features of their work. 

3. CONCLUSION 

Cloud and IoT have many complementary 
characteristics arising from the different proposals in 
literature. As the research community has envisioned, 
the Cloud can act as intermediate layer between the 
things and the applications hiding all the complexity of 
the resources management and the functionalities 
necessary to implement the IoT system. This 
intermediate layer will impact future application 
development. In this paper, a review of different 

security strategies considered by previous researches for 
IoT systems was presented. It is observed that existing 
models do not report or assure users of the level of 
security mechanism in the system. While a lot of 
research has focused on authentication, authorization 
techniques, and so on, there is still need for platform-
independent, context-aware, andtrustworthiness, for 
comprehensive Cloud IoT security. Security issues 
specific to Cloud IoT systems should also be studied in 
depth. 
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