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Abstract : The Computer Science and Information Technology 
are growing very rapidly. The main thrust area in the Information 
Technology System is now to provide a best and sustainable 
security system if the system is designed and implemented on the 
global network. Many works are carried out in this area and are 
also implemented well and are also working in the well fashion 
manner.  My aim of writing this paper is to propose a framework 
illustrating a sustainable security system for any information 
system which is accessible by global users on global network and 
is implemented on a corporate LAN. In this paper, 1st section 
briefs an introduction session, 2nd section shows the proposed 
framework, 3rd section briefs an implementation overview of the 
proposed framework and the last 4th section concludes the paper.  
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

INTRODUCTION 

Keeping in mind the progress in communication and 
database technologies (concurrency, consistency and 
reliability) has increased the data processing potential. 
Various protocols are proposed and implemented for 
network   reliability, concurrency,   atomicity, consistency, 
recovery and replication.  The current demand is now to 
access data from various existing databases and update 
database of a particular domains of interest in a much 
secure manner.  

The data should be protected from intrusion and hacking. 
There should be a mechanism for intrusion detection too. A 
proposed framework will meet this requirement in this 
paper providing a better and sustainable network security 
system by adopting a Linux Software Firewall as shown in 
Fig 1 and Fig 2. Please see details about Linux Software 
Firewall in [1,2,3,4,5,6,7,8]. A proposed framework is 
concentrated on Web-based Integrated Information System 
to retrieve and update data by any global user 
authenticating through a Linux Software Firewall. This 
paper has addressed this issue nicely by implementing a 

Linux Software Firewall between institution/organization 
gateway and Web-based  Application Server. However, 
institution/organization gateway also acts as a software or 
hardware firewall but has limited authentication and 
security. Please see details about difference between 
software and hardware firewall [14,15,16,17,18]. 

Hardware and Software Firewall are used together in any 
organization/institution to provide us greater degree of 
protection.  

Normally hardware firewall provides us first line of 
defense against common forms of attack coming from the 
outside world. It can generally be effective with little or no 
configuration, it can protect every machine on corporate 
LAN[14]. 

This is where the benefits of a software firewall come 
into play. Because a software firewall is running directly on 
a computer, it’s in a position to know a lot more about 
network traffic than simply what port its using and where 
it’s going -- it will also know what program is trying to 
access the Internet and whether it’s legit or malicious (it 
consults a regularly updated database to determine 
this)[14]. 

 Based on this information, a software firewall can either 
allow or block a program’s ability to send and receive data. 
A software firewall is able to take a closer look at malicious 
traffic and intercept it before it leaves computer[14].  

Software firewalls give us the level of protection need to 
keep safe from hackers and other unwanted intrusions 
because software is far easier for computer novices to 
customize. The features are suited to smaller networks[15]. 
Specially to my proposed private and secured network. 

In Fig 1 and Fig 2 I have shown a Linux Software 
Firewall between an institution/organization gateway and a 
Web-based Application Server. The Web-based Application 
Server and the Database Server which is in the private and 
secured network  and enabling us making Database Servers 
more secure from web clients and from unauthorized users. 
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I can say a Web-based Application Server and the Database 
Server are behind the Firewall and in the private and 
secured network. Implementing a firewall ensures second   
level security as the first level security is enforced by 
implementing a Gateway-cum-Firewall at the door of the 
Institution/organization. 2nd level   firewall  actually  
segregating Institution/organization corporate LAN  into  a  
Small  island/segment which  is heavily  guarded. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Fig 1: An Outline of the Proposed Framework 
 

DETAILS OF THE PROPOSED FRAMEWORK

In my proposed framework, user will retrieve data and 
update data through a single web-based integrated 
application that resides on top of the Database Server 
System. I illustrate a proposed framework with illustrating a 
corporate LAN for any institution/organization as it is 
shown if Fig 2. 

The increased usage of databases to store large amounts 
of data has created new security problems. Typically a 
database contains data of various degrees of importance and 
levels of sensitivity. This data is shared among a wide 
variety of users with different responsibilities and 
privileges. It is therefore necessary to restrict users of the 
database to those portions of the total data that are 

necessary for their activities. Additionally, more control is 
needed over changes a user can make to data because of the 
many ways these changes can affect other users of the 
database [13]. 

A Network Security expert can better protect Database 
Servers by implementing a software firewall between an 
Institution/Organization Gateway and a Web-based 
Application Server which is behind the firewall and will 
examine each incoming packets coming to the Web-based 
Application Server from authorized web clients or from 
unauthorized users, will authenticate all incoming packets 
and will decide whether  packets are to be denied, dropped 
or forwarded to the Web-based Application Server. For 
unauthorized users, the intrusion detection and protection 
depends on the standard of the firewall policy rules. The 
Database Server is also running in the private and secured  
network and is also behind the same firewall. A server 
which is implemented for a software firewall will have two 
network interface cards where 1st network card will be 
connected to the intranet and will have public IP or IP as it 
is allocated from the institution/organization and the second 
network card will be connected to the private and secured 
network and will have private IP where a Web-based 
Application Server and Database Server are running. A 
database server, web-based application server and all other 
private users will use private IPs. In the intranet zone it is 
not necessary that all computer machines’ IP of the 
organization/institution are public i.e. accessible from 
internet zone. May be a series of other IPs as allocated by 
the Institution.  

The DBA at Database Server will provide a better 
database server level and database object level security. The 
System Administrator at Database Server  will provide a 
better OS level security. How to exactly tackle all these 
issues, I do not take into consideration in this paper. 

AN IMPLEMENTATION OVERVIEW 

All outgoing packets from the private and secured 
network to the intranet and to the internet will be examined 
at the Software Firewall and software firewall policy will 
decide whether packets are to be dropped, denied or 
forwarded. Similarly, all incoming packets from global 
users will be routed through institution/organization 
gateway to the proposed firewall and finally to the web-
based application server. All incoming packets will be 
examined at the Linux Software Firewall and the Firewall 
policy will decide whether packets are to be dropped, 
denied or forwarded to the Web-based Application Server. 
In my proposed framework only the http packets are to be 
forwarded to the Web-based Application Server and the 

Intranet Zone -Corporate LAN of   the Institution/Organization 
                   
                   

Private Zone        behind the Firewall 
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Database Server. All other incoming and outgoing packets 
will be straight forward dropped.   

I am sure that my proposed framework will certainly 
provide high level database and network security.  

Linux ipchains / iptables and IP forwarding are used to 
configure Linux as a Software Firewall and Router.  
ipfwadm was used in Linux Kernel Version 2.0.x and Red 
Hat Version 5.x.  ipchains was used in Linux Kernel 
Version 2.2.x and Red Hat Version 6.x, 7.0. iptables is 

using in Linux Kernel Version 2.4.x, 2.6.x and in the later 
version and Red Hat Version 7.1 - 9.0, Fedora 1,2,3 and in  
the later version. I am not considering in depth in this paper 
about Firewall Rules. Please see details [9,10,11,12] for  
writing and implementing firewall policies/rules. 
 

 
 
 

 

Fig 2: A Proposed Framework
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CONCLUSION 

Networking level security, OS level security, and 
Database level security are important concerned for any 
web-based or client-server an integrated information 
system. In this paper I have proposed a robust framework 
implementing Linux Software Firewall to provide a 
sustainable network security features. I shall discuss in 
depth about Linux Software Firewall Policies and Rules in 
the next paper. 
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