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ABSTRACT

In this modern world, images are widely used in different
processes. Therefore, the security of image and data from
unauthorized uses is important. Now, information security
is becoming increasingly important in data storage and
broadcasting. It is essential for securing image, either in
transit or store on devices. However, some image
encryption algorithms still have many security issues and
can be easily attacked by attackers. This proposed system
performs the cryptanalysis of a newly proposed color
image encryption scheme using Wu’s algorithms. For
encryption scheme, usually uses a pseudo-random
encryption key generated by an algorithm and which
makes the image more secure. An authorized beneficiary
can easily decrypt the message with the secret key
provided by the originator to beneficiary but not to
unauthorized users
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1. INTRODUCTION

Encryption is the process of encoding data using a secret
key so it can remain hidden or inaccessible to
unauthorized users. This helps protect personal
information and sensitive data and increases the security
of communication between client applications and servers.
Today all use social, the unauthorized users are hack our
personal data. We are not bothered about that type of
crime. But today the cyber crimes are increase. After
increase the cyber crime we are think about it. That time is
give more importance cyber security. In social Medias give

lots of security features. In early day's people are using
social Medias and which are used for connecting different
peoples. But today its used for business. So this time the
cyber crimes are increase. The encryption technique is
used to prevent the cyber crimes.. In this technique is
highly authenticated and provide more security of our
personal data. The individual secret keys are used the data
transfer and it is highly confidential.

2. RELATED WORKS

The available symmetric key algorithms like DES, AES
and public key algorithm RSA as found in [1] generally
involve more number of computation or operation. Chaos
theory is a part of mathematics and used in several
advancing areas like neurology for EEG analysis,
cardiology for embryonic chick heart cells [2], weather
prediction[3], communication, control and theory of
circuits[4], Direct sequence Code Division Multiple
Access system [5,12]. Many researchers have shown chaos
sequences can be used for encryption of images [5,13].
Logistic function is one chaos function which has a
property of high sensitivity to initial condition, generated
sequence is pseudo random non periodic and
unpredictable for proper choice of bifurcation parameter
‘r’. Advantages of using Chaos theory specifically for
encrypting the images are simple in implementation,
computationally faster and impregnable. Early application
of chaotic sequence to encrypt text messages key sequence
was generated using logistic map. Recently, apart from
logistic map other chaotic functions are also used to
generate key sequence in encrypting the images. Some of
the chaotic maps used in image encryption schemes are
standard map[8,15], Baker map[9], Cat map [10,11] &
multi-chaotic system based scheme[8][9][10]. In [8]



encryption scheme was divided into two phases. In [6,14]
they used 2D discrete chaotic system for row and column
scrambling for each pixel on the original image. By using
this model, it can secure our private data’s efficiently and
avoids attackers to attack our data's. Databases are
increasingly used to store a variety of sensitive data from
personally identifiable information to financial records
critical applications. Network services are now open to the
public confidential data may not be secure over the
network. Therefore, it is necessary if someone retrieves /
captures data because it is encrypted then he cannot
decrypt the network and the original messages. The main
problems that arise in image encryption process are with
respect to its security level. Sharing and exchange have
increased tremendously; usually information transfer is
done using open channels. The victim of disruption. Now,
information security is becoming more and more
important in data sharing and broadcasting. Images are
used differently different processes. Hence, the security of
image and document data from unauthorized uses is
important. Image encryption is a way to protect data.
A. Python
Python is an easy and powerful programming language
to learn. Python's elegant syntax and dynamic typing,
and its interpreted nature, make it an ideal language for
scripting and rapid application development across
many platforms and in many areas
B. Django
Django is a python based web framework and used to
create efficient web applications. It is also called as
batteries included framework because django provides
built-in features like django admin interface ,default
database SQLite3,etc ...It's based on MVT (model view
template )architecture. MVT is a software design pattern
for developing webpage. It’s helps to eliminate repetitive
tasks making the development process very easy and
Time saving.

3. METHODOLOGY

The main problems that arise in image encryption process
are with respect to its security level. Sharing and
exchange have increased tremendously; usually
information transfer is done using open channels. The
victim of disruption. Now, information security is
becoming more and more important in data sharing and
broadcasting. Images are used differently different
processes. Hence, the security of image and document
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data from unauthorized uses is important. Image
encryption is a way to protect data.

THE WU’S ALGORITHM
In encryption process, it consists of two phases, that is the
permutate pixel positions and the encrypt pixel values.
In the cryptanalysis, an encryption scheme is same as
encryption machinery. Can explain the whole process of
the encryption machinery as follows. The encryption
machinery's input port have a color plaintext image with
size of mxnx3 is input and in the output port contains the
encrypted color image with size and has the size of mxnx3
is output. In the encryption machinery includes confusion
and diffusion processing stages. In confusion process
consists of:
1) Color plaintext image will be transformed into a
gray image.
2) The gray image is permutated by using the 2D
Arnold transform.
In diffusion process consist of:
i. The permutated gray image will be
transformed into 3 color images.
ii. 3 color images are encrypted by CTM.
iili. The 3 encrypted color images components
are merged into a color image, then get
an encrypted image.

The steps can be described briefly as follows:

Step (1): Firstly, choose the secret keys (a, b, ¢, d, rm, rn,
t) and ( pl, p2, p3, x10, x20, x30).

Step (2): Read the mxnx3 sized color plaintext image i.e,
Pmxnx3=[P(i, j, k)]. Let N = mxn, and which denote the
three components ofPmxnx3andasRPmxn=[RP(i,
1)],GPmxn=[GP(i, j)]Jand BPmxn=[BP(i, j)],where i=1,
2,....,mj=12,..n,k=1 2, 3.

Step (3): Stitch the three components, that are RPmxn,
GPmxn and BPmxn and are together to form a gray image
as PSmx3n=[PS(i, )], where

i=1,2,...,m,1=1, 2,..., 3n.

Step (4): To permutated the gray image PSmx3n=[PS(x,
y)] by using the Eq.(2) for the t rounds, and get a
permutated image and the permuted image
asPRTmx3n=[PRT(x’, y’ )] where, PRT(X’, y’ ) = PS(X,
y)-

Step (5): Split PRTmx3n into three matrices, and the
three matrices are RRTmxn, GRTmxn, and BRTmxn
with a size of mxn. Then RRTmxn, GRTmxn, and



BRTmxn converted to three 1D vectors RNx1, GNx1, and
BNx1 where N=mxn.
Step (6): Iterate Equ (1) for N+1000 times with these
parameters (p1, x10), (u2, x20) and (u3, x30) and then
take the final N values and to form three chaotic sequences
X1, X2, X3 of length N.
Step (7): And then calculate the three key streams S1, S2,
S3 with X1, X2, X3 by
S1 = [X1x10710] mod 256,
S2=[X2x10710] mod 256,
S3 = [X3x10710] mod 256.
Step (8): Encrypt RNx1, GNx1, and BNx1 to obtain
corresponding cipher text images R'=[R'(i)], G'=[G'()],
and B'=[B'(i)].
The conditions expressed by the above formulas must be
satisfied.

R'(i) = (R(i)+ G'(i—1))*+ B'(i—1))mod256@ S1(i)

G'(i)= (G(i) + R'(i-1)+ B'(i—1) mod 256 & S2(i)

B'(i) = (B(i)* R'(i-1)*+ G'(i — 1) mod 256 & S3(i),
wherei=1,2, ..., N,wheni=1, R'(i—1),G'(i— 1),

B'(i — 1) can be replaced by three parameters

denoted by

R’0, G’0,and B’0.

Step (9): Reshape the three 1D vectors R', G',B'

to the three matrices RCmxn,GCmxn,BCmxn,

by using these three components to compose to
get final color cipher image C. The decryption

algorithm is the method in which it is an opposite
operation of the encryption algorithm. The two key
operation of the decryption algorithm are to mark out as
follows.:

Firstly, the formula for recovering R, G, and B
from R', G', B'in the reverse diffusion processes as:

R(i) = (R'(1) @ S1(i) —G'(i — 1)~ B'(i— 1) mod 256.
G(i) =G'(i) @ S2(i) — R'(i— 1)- B'(i—1) mod 256.

B(i) = B'(i) @ S3(i) — R'(i-1) — G'(i — 1) mod 256.
Wherei=1,2,...,N,wheni=1, R(i—1),G'(i—1),

B'(i — 1) these are replaced by the some parameters

R0, G'0, B0.
The first pixel values of R(1), G(1) and B(1) cannot be
decrypted, this is because the R'0, G'O, B'0 these three
parameters values are unknown and for decryption these
values are needed to calculate by pixel values of the plain
image.
Secondly, the formula for the recovery of the unpermitted
gray image PSmx3n from the permutated gray image
PRTmx3n in the reverse confusion formula.
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4.PROPOSED SYSTEM

The proposed model named Cryptanalyzing and Image
Encryption using WU's algorithm. It has a registration
page, login page, file uploading page, and a page for
admin to view user details, also a page to know which all
files are used and its details. Registration, login & file
uploading pages are all connected /linked, so one page can
lead to another. After the user registering, user can login
and start uploading the required image file; from there it
will split the given image in to 3 combination of red, green
& blue image.

These images are then encrypted using wu’s algorithm.
Then the 3 images are joined together. A crypt analyzing is
done to find any drawbacks in the currently used
encryption algorithm, after that a suitable key is generated
for the encryption using SHA-3 hash value algorithm.
Then this encrypted image is sending to the person the
user wants to send. The sent image (encrypted image)
contain key that is generated. The person receives the
encrypted image and it is decrypted using the key
provided.

it

[ —]

Database

User

S —”

Encryption Decryption Description

Figure 1: System Design

Encryption Process

Image encryption is defined as the process of encrypting
secret image with the help of some encryption algorithm so
that unauthorized users cannot access it and image
encryption is the method in which images are encrypted by
the sender to make the data more security and so that the
encrypted images cannot be accessed by the unauthorized
people. In this proposed system user can login after the
registration and start uploading the required image file;
from there it will split the given image in to 3 combination



of red, green and blue image. These images are then
encrypted using wu’s algorithm. Then the 3 images are
joined together. In our website, there is an option to upload
the images and the sender can easily upload the images.
Then this encrypted image is sending to the person the
user wants to send. The sent image (encrypted image)
contain key that is generated. The person receives the
encrypted image and it is decrypted using the key
provided.

Decryption Process: The authorized user can decrypt the
data because decryption requires a secret key or password.
After the sender sends encrypted images he also shares a
secret key to decrypt it. When the receiver receives the
encrypted data, he login to website and there will be a
decryption 4 option to decrypt the data or images. So he
will decrypt it by using the secret key shared by the sender.
5.RESULT

In this section is to present experimental results. In order
to evaluate a system in real time, it is very important that
the system be deployed in the real environment. The
system proposed by using Python framework Django and
this application provide more security to the data's such as
images and documents. By using RBG color combination
and it can provide the encryption process for the color
images and2D matrix and by using SHA algorithm can
take the hash values. And then need to permute the grey
codes. which makes more secure the data. The developed
system proved that it gives more security for the data's and
Test Test Description Input Expected Result Actual Result
P/F Login Enter the required details of user.

Table 1: Result Table
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6.CONCLUSION

A color image encryption algorithm is analyzed and
cracked by using chosen-plain text attacks. Further,
proposed an improved color image encryption algorithm.
The improved algorithm includes the following three
major improvements. Initially, a new chaotic system called
Logistic-tent map(LTM) is proposed, which has good
chaotic performance than tent map. Secondly, the new
chaotic system is applied to the improved encryption
scheme. Thirdly, by improving the key generation method
encryption scheme Thirdly, by, improving the key
generation method encryption scheme can overcome the
security defects of the original encryption scheme. The
experimental and analytical results show that the
algorithm can significantly improve the security of
encryption images while still having all the merits of the
Wu’s algorithm. It has a better potential for different
applications. The improved image encryption algorithm
proposed in this is suitable for encryption of color images
with high security requirements, and is also suitable for
Gray images encryption.

Test ID Test Description Input Expected Result P/F
Result
Login Enter the required Username and Display Success P
details of user Password Homepage
Registration Checking the Username and Registration Success P
details entered password is Complete
verified
Message Giving the desired Images are Receiver can Success P
input encrypted and decrypt the
sent data’s
Feedback Store the feedback Messages Messages are | Success P
stored
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